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Abstract: The underwater environment offers considerable scope for sensor-network deployment across
several application domains. As with terrestrial wireless sensor networks (WSNSs), security and energy
consumption remain the two most pressing design constraints for underwater acoustic sensor networks
(UASNS). A number of energy-aware clusters and data-aggregation schemes have been proposed to reduce
power drain while still preventing malicious nodes from accessing sensitive data; such schemes couple
energy harvesting with delay-tolerant security mechanisms. In this work, an enhanced Sparsity-aware
Energy Efficient Clustering (SEEC) protocol is developed to jointly address data aggregation and network
security. The design introduces a backup cluster head (CH) that assumes control whenever the primary CH
fails, ensuring that ongoing operations are not interrupted and continue to execute on schedule. Simulation
results obtained in NS-2 show that the proposed clustering-based SEEC variant outperforms the reference
protocol on the standard networking metrics evaluated. Future work will extend this direction with
additional security- and energy-aware protocols for underwater deployments.
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Introduction

The underwater sensor networks (UWSNSs) are expected to find a wide range of applications such as seismic
surveys and pollution monitoring, tactical surveillance, oceanographic data collection, equipment
monitoring, offshore exploration and disaster mitigation and assisted navigation. A fleet of Autonomous
Underwater Vehicles (AUVs) with various underwater sensors may be deployed to survey underwater
resources and to gather mission-critical data for later analysis. To achieve these applications, it is required to
maintain reliable communication between underwater nodes, and to provide timely exchange of time-
critical information between nodes and vehicles by them sharing their state information (such as sensed
readings, and dynamic topology) autonomously. This has led to the development of wireless communication
under water for such uses. An underwater acoustic sensor network (UASN) usually consists of many
sensors and mobile devices that self-organise a distributed network that is suitable for the characteristics of
the ocean environment [9]. Underwater ad hoc networking is seen as a low-cost communication substrate
for distributed users in this regard.
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Figure 1: Underwater acoustic sensor network.
UASNSs are characterized by a distributed architecture, node mobility and a constantly changing
topology, all of which make network formation and maintenance considerably harder than in terrestrial
networks. Over the past decade a substantial body of work has targeted improved routing performance
for such networks by addressing these challenges. WSNs more broadly have become established

technology, having been deployed successfully in demanding settings such as battlefield surveillance,

smart-home automation, traffic monitoring and habitat monitoring, among other domains [10].
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Figure 2: Underwater sensor node.

Il. Related Work

Underwater deployments continue to attract growing research interest, and recent years have seen renewed
focus on the opportunities that large-scale sensor networks offer in the underwater domain [6], [7].
Underwater wireless networking has emerged as a leading technology for ocean-related applications, with
nodes and vehicles expected to autonomously exchange topology and sensing information.

Alzubaidi and Shaker [1] observe that security remains one of the most significant open challenges for
WSNSs: as networking technology advances, deployed networks become increasingly exposed to a growing
range of attacks. Because individual sensor nodes cannot be provisioned with large power and memory
budgets, adversaries can introduce malicious nodes that compromise network operation, which is why
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security mechanisms are difficult to implement effectively in this setting. Combining sensing capability
with power-aware management and wireless communication makes such networks useful in practice, but
wireless communication itself introduces a range of security threats; the authors survey the principal
categories of attack encountered in WSNs. Koutsonikola et al. [14] provide a broad survey of research
challenges in ad hoc wireless networks, tracing the origins of ad hoc networking and its subsequent
evolution. Their analysis is organised around several dimensions — application domains, network
characteristics, topology, node capability and design constraints — that collectively differentiate ad hoc
networks from conventional infrastructure networks. The survey also identifies open research problems
spanning quality of service, energy efficiency and security. Zhu et al. [4] have proposed an authenticated
trust and reputation calculation and management mechanism (ATRCM) for the sensor network cloud
service integration. The proposed ATRCM system aims at (i) authenticating the cloud service providers
(CSPs) and sensor-network providers (SNPs) in order to avoid impersonation attacks, (ii) auditing the
integrity and quality of the services provided by the CSPs and SNPs, and (iii) assisting cloud service users
to choose an appropriate CSP and the appropriate sensor-network provider (SNP), respectively, by the CSP.
To recommend an effective and efficient ATRCM design, the authors statistically analyze, simulate and
conduct a security evaluation.

Methodology
Sensor placement can follow several deployment models depending on the environmental conditions and
application requirements. UASN communication architectures are generally classified as two-dimensional
(2-D) or three-dimensional (3-D). Energy consumption, network reliability and the overall network
topology are the dominant factors that determine achievable performance under either architecture.
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Figure 3: Architecture of a 3-D underwater sensor network.
Because UASN topologies are inherently dynamic and susceptible to a range of attacks, the network design
must incorporate robust security mechanisms alongside an appropriate topology. In a 3-D deployment,
sensor depth can be actively controlled, allowing the same nodes to be repositioned for surveillance of
different ocean phenomena. A 3-D AUV network is typically composed of a static component built from
anchored (berthed) sensors together with a mobile component realised through autonomous vehicles.
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Figure 4: Flowchart of the proposed work.

Simulation Results
Several simulation environments are available for characterising wireless-network behaviour, including NS-
2, J-Sim, OMNeT++, MATLAB and GloMoSim. This work uses NS-2.35 to implement and evaluate the
proposed protocol.
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Figure 5: Cluster-head-based monitoring and control.
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Figure 6: Communication process between sensor nodes.

A. Throughput
The number of packets which are delivered successfully from the transmitting node to the receiving node is

known as throughput.
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B. Average End-to-End Delay

When a packet travels from source to destination over an optimum multi-hop route, the elapsed time before

it reaches the destination constitutes the end-to-end delay. This metric aggregates several component delays,

including those introduced by routing-protocol processing, buffer/queuing delay and transmission delay.
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Figure 8: Average end-to-end delay.

C. Energy Consumption

Packet transmission consumes energy at each sensor node, and the amount consumed depends on the node's
role — transmitter, cluster head or receiver. A lower measured energy consumption indicates a more
energy-efficient routing protocol.
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Figure 9: Energy consump_tion.
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D. Packet Delivery Ratio
The packet delivery ratio (PDR) indicates the effective throughput achieved by the network, which is the
percentage of packets that arrive at a receiver. A higher PDR means more efficient the network is.
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Figure 10: Packet delivery ratio.

Conclusion

Energy-efficient data-aggregation schemes combined with robust security mechanisms can protect crucial
network information from malicious nodes while conserving energy through harvesting and delay-tolerant
security. The enhanced SEEC protocol proposed here improves the packet delivery ratio, which in turn
improves overall data transmission while reducing the incidence of spoofing. Simulation results show that
the clustering-based variant of SEEC outperforms the reference protocol on the metrics considered. Because
network survivability is governed largely by the energy consumed by the deployed sensor nodes, the
demonstrated power efficiency of the enhanced SEEC protocol is a significant outcome. The primary
objective of this work — to design, implement and test a cluster-based routing protocol for underwater
deployments — was achieved with satisfactory simulation results.
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