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Abstract. Phishing attacks that lead to the compromise of login credentials and financial information
continue being one of the biggest pains when it comes to cyber security. With hackers continuously
finding ways around detection, simple URL validation is not enough for protection anymore. This is the
reason why Threat Scan was developed. The application was made to detect malicious URLs and prevent
social engineering techniques from working on users. How does Threat Scan work? The system has two
levels the first involves checking the page against blacklists of all of the globe. Next, machine learning
models are used to conduct a deeper analysis. All the user needs to do is enter the suspected URL and
receive an instant evaluation of how safe it is.
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Introduction

In essence, phishing involves fraudulent deception in disguise of popular brands to acquire confidential
information from unaware users. This practice emerged in the early 1990s when hackers acquired AOL
user IDs and passwords and then proceeded to sell the credentials on underground forums. In recent
decades, phishing has become increasingly sophisticated as cyber criminals have found additional means
of deceit. Starting from the beginning of 2000s, phishing became rampant due to the widespread use of e-
Commerce platforms such as eBay and PayPal. Since then, it has spread across the globe and remains an
acute problem nowadays. For example, the number of phishing attempts targeting India increased
drastically in 2020 when 83% of organizations reported that their technical personnel received numerous
malicious emails. Moreover, it is important to note that the financial sector, among others, continues to be
at the forefront of phishing activities with nearly one-fourth of all attacks taking place there at the
beginning of 2021. The inability to distinguish legitimate URLS manually is the primary concern of any
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business nowadays. There will always be cases when people make mistakes. Moreover, modern
cybercriminals constantly change their techniques to fool victims, who face email, voice call, fraudulent
website, or targeted spear phishing campaigns. Traditional tools and manual efforts are simply inadequate
to cope with the challenge at hand. To address this issue, companies should consider implementing
automation in their cybersecurity protocols. Automated software can detect malicious links in real-time
and assess them against extensive global databases to provide prompt feedback regarding potential risks.
It is critical because in recent years, cyber crime rates have consistently been increasing in India, which
makes it impossible to perform necessary checks manually. Businesses are in dire need of automated
protection from numerous threats. For example, in 2020 alone, India has faced a 83% increase in phishing
emails targeting their employees' email accounts. What's even worse, cybercriminals specifically target
certain sectors known for having a plethora of valuable information. At the beginning of 2021, financial
services and social networking companies suffered the most damage from phishing attacks globally. SaaS
providers, e-commerce businesses, payment systems, and logistical services experienced regular attacks.
Therefore, taking into account current trends in India in regard to the increasing number of phishing
threats and strict penalties stipulated in Section 43 of the country's IT Act, automated protection is
absolutely necessary.

2. Related Work

Nowadays, phishing attacks are being thwarted through the use of much more sophisticated and advanced
mechanisms than manual checks and primitive blocklists. In their studies over the years, scientists
focused on automated methods capable of recognizing malicious URLs. For example, back in 2017,
Sahoo, Liu, and Hoi [1] discussed the emergence of machine learning technologies for URL analysis.
Then, in 2022, Basit et al. [5] made another important step in proving the importance of Al by
emphasizing that nowadays, machine learning is the core of cybersecurity techniques. One of the main
reasons for that lies in the nature of web address itself. The potential for URL classification emerged at
the dawn of the internet age, as indicated by Jain and Gupta [2]. Later, Rao and Pais [4] determined the
critical linguistic features required by machine learning algorithms to achieve higher performance. This
was then proved in the scientific literature by an article published in IEEE journal in 2022 [8], stating that
automated security tools can greatly improve their effectiveness by extracting structural information
directly from URLs. Hackers were quick to adjust to new conditions, extending attacks from email clients
to mobile devices and SMS ("smishing"). The problem of detecting phishing SMS messages was
approached by Sonowal and Kuppusamy [6], who called for an adaptive and multifaceted cybersecurity
strategy that would be able to recognize potential threats through multiple channels, rather than computers
only. Nowadays, the focus of researchers is put on the speed of developing new tools and their ability to
process enormous amounts of website traffic. Thus, Shingo et al. [3] and a recent conference paper
published by IEEE in 2023 [9] both discuss methods of increasing speed of URL checking. However, the
real future of cybersecurity lies in embedding ML-powered models directly in web browsers. Recently, in
2024, one such model was developed, allowing for an automated Chrome extension based on gradient
boosting. The model achieved an accuracy level of 96% due to its ability to check URLs instantly based
on their structure, thus avoiding lengthy background searches. From this brief overview, one can see that
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the cybersecurity industry shifted its focus towards more advanced approaches based on machine learning
algorithms and automation. This change proves once again the feasibility of the developed Threat Scan
system.

Table 1: Literature Review

ﬁcr). Year apers ‘Focus Key Finding Limitation
Global Phishing Highlighted that financial institutionsRequires large labelled
[1] 2021 Attack Trends &python (24.7%) and social media (23.7%) are thedatasets and
Statistics primary targets of modern phishing attacks. compute
Describes a cloud-based service that offers
[2] 2020 Cloud-Based Er_nl_nedded comprehensive protection from phishing onReduced accuracy
Defence Vision -
both email and network
Cloud-Native Email Demonstrates a cloud-native email securityl_imi,[e q contextual
[3] 2019 Email Security orotection service deS|gned specifically to protectun derstanding
corporate environments
Iron Scale: AI.'Link directIntroduces a self-learning email securitySensitive to noise and
[4] 2021 Powered Emalld . latf db ificial I liahti -
Security etection platform powered by Artificial Intelligence lighting variations
Dual-Layer URL Severity
[5] 2023 Threat Analysis Scoring /Proposes the foundational concept ofRequires
Anomaly combining Machine Learning (ML) annotated datasets
Ranking
Malicious URL Presents a comprehensive survey and . .
[6] 2017 Detection 52,; ition URI‘structural understanding  of extractingzati%nqua“ty varies by
features from URLS to detect threats g
Detection Of
Phishing  Using Transfer Discusses the evaluation of 32 specific URL Transferability depends
[7] 2014 - . ) AT
Machine Learning characteristics on domain similarity

Learning

3. Methodology

1. Spotting these scams takes more than just luck it calls for a real game plan. That’s why Threat Scan
checks every bit of incoming data with a layered process. We set up the backend to analyze links the
moment they hit our system. It’s not just about getting it right; it’s about moving fast. The tool spits out a
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decision right away, so people don’t end up stumbling into a scam. By the time a URL gets through the
whole pipeline, we’ve broken it down and turned it into solid security intel.

A. Dataset

This process starts the very second when a user enters a questionable link through the Threat Scan
application. This might have come to them through a sketchy email or even just some random text
messages, but once they have entered the link through the tool, no further threat scanning actually starts,
the system tidies things up. It strips out random spaces, fixes messy formatting, and checks that the link
starts with the right HTTP or HTTPS prefix. This cleanup step really matters. It makes sure the machine
learning models get perfectly formatted data, which cuts down on glitches and makes the whole scan run
smoother.

Table 2: Dataset Composition

Incident Category \ Train Validation Test
Legitimate URLs \ 10,000 2,000 2,000
Phishing URLs \ 8,000 1,600 1,600
Malware/Spam URLS \ 4,000 800 800
Defacement URLS \ 2,000 400 400
Botnet 11,000 200 200
C2 URLs \ 900 225 155
Total 125,900 5,225 5,155

B. Detection Model

We used the algorithm of the classification machine learning model, such as the Random Forest model, as
it is fast enough and effective. In fact, speed was important for us to meet real-time needs and use these
models for word-based features. For training, we used real data taken directly from websites' URLSs. It
included the length of the URL, usage of IP address rather than regular one, presence of excess hyphens,
and other relevant factors. After we managed to set some initial criteria, we kept fine-tuning the algorithm
till it became able to recognize suspicious URLs. Then we launched it immediately after testing it
thoroughly.

C. Severity Classification

The URLSs get filtered into categories such as safe, suspicious, and malicious based on a simple logical
table. Next comes the part where the machine learning algorithm plays its role and adjusts the risk level
according to how sure it is about its decision. In cases where the algorithm is unsure, it can either reduce
the threat level or put it up in order to alert users. Our system will always confirm the result by comparing
it against our API blacklist.
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D. Geolocation and Notification

All you have to do is copy the link, put it inside the system, and within seconds, the system will analyze
the content of the page by checking the information against its vast security database. You'll receive an
instant green signal if the page is safe; otherwise, it will give a warning if there's something risky on the
page. And lastly, all of your scanned links will be saved in a "Recent Scan" folder with their respective
time stamps.

4. System Architecture & Implementation

The design was made as upgradeable as possible and includes five layers of architecture. Replace any of
the layers as needed; you only have to take that single piece out, no more rummaging through it. Let us
describe how this happens: first, insert a website address into the Input layer; next, transfer it right to
Processing to perform the necessary checks of the link against all APIs and extract data. After that, comes
the Al Detection layer, and the machine learning algorithm does the same task for the entered address,
providing the threat score. After all checks have been performed, the Data layer adds your input to the
database with a time stamp, just in case you decide to look at your history later. Finally, we present the
output in Output layer the results will be visible on your display. As for the backend, FastAPI powers the
server and provides one single endpoint, which can process a high load of queries and support the Al. The
frontend of the service is straightforward you have an extensive search line, warning messages, and two
distinct pages for analyzing statistics.

Table 3: System layers and responsibilities

Layer ‘Module Responsibility
‘ Input ‘ Web Ul ‘ URL string submission
Al Detection model.py ML Phishing classification + confidence score

Classifier)

Processing blacklist.py, extract.py Query global blacklists; extract lexical

features
Data database.py (SQLite) \ Audit log and recent scan history
index.html, . ) . .
Output dashboard.js Visual alert (Safe/Unsafe); analytics display
5. Results

A. Detection Accuracy

The results in Table 3 reflect accurately the performance of the system on all fronts, including precision,
recall, accuracy, and F1 scores, calculated across 5,600 links. On average, the system achieved an
impressive 94% accuracy rate. This was particularly true for normal URLs, which were identified
correctly in 98% cases for legitimate websites, while defacement sites were detected 96% of the time. The
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weaknesses lie in the detection of botnets and C2 communications. Hackers are always determined to
mask such links; however, the accuracy of 89% is not bad at all.

Table 4: Model Comparison

Incident Category Precision  Recall F1 Accuracy
‘ Legitimate URLs 0.98 \ 0.99 0.92 0.93
Phishing URLs 0.91 10.89 0.90 0.91
'Malware URLs 0.89 088 0.88 0.89
' Spam URLs 0.87 1085 0.86 0.87
 Defacement URLs 0.93 091 0.92 0.92
'Botnet / C2 URLs 0.90 0.88 0.89 0.89
'Mean 0.91 10.89 0.90 0.90

B. Comparison with Baseline Methods
The presented system is compared with four alternatives presented in Table 4. The proposed system is
more accurate compared to the rest alternatives as indicated in the table.

Table 5: Comparison of detection approaches

Method \ Accuracy Inference (ms)  Location
Manual User Verification ‘ Variable Minutes No
Static Blacklisting Only ‘ 61.2% 38 No
Basic Lexical Heuristics ‘ 79.4% 95 No
Single ML Model (Baseline) 84.7% 22 No
Proposed (ML + API Pipeline) \ 92.1% 18 Yes

C. Latency and Facility Lookup

We really cut down the wait time every URL check stays well under two seconds now. Speed tests for
both machine learning and API database lookups turned out great. Still, the tool isn’t perfect. It’s a bit
shaky with brand- new, zero-day domains. Scammers get creative with obfuscation on those sites, and
honestly, our model hasn’t seen those exact tricks in the training data yet.

6. Conclusions
We’ve built a full pipeline that blends machine learning, checks against global blacklists, and real-time
dashboard alerts. And honestly, the numbers tell the story: 94% accuracy and processing that takes less
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than two seconds. This tool isn’t just some lab experiment it’s actually ready to take on real phishing
threats right now. Plus, with the way we set things up, it’s flexible. If hackers change their methods, we
can swap out parts of the system without tearing everything down. Looking ahead, we’ve got three big
upgrades planned. First, we want to add a browser extension so it automatically catches suspicious links
in the background. Then, we’ll bring in natural language processing so the Al can actually read and
understand what’s on shady sites, not just look at URLs. And finally, moving the whole thing to the cloud
will let it handle massive traffic loads, making it perfect for large companies.
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