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ABSTRACT 
Nowadays, sensor-based technologies are playing 
a vital role in the automation industries. 
Depending upon the applications, appropriate 
sensor network-based infrastructure can be used to 
execute various applications in different domains 
such as health care, transportation, education to 
name a few. VANET is one of the domains of 
wireless sensor network (WSN) and mobile ad hoc 
network (MANET), which is popular for mobile 
sensing, computation, and communication. In this 
paper we proposed a Cluster head algorithms for 
the creation of cluster in vehicle ad-hoc network 
and improve the performance of network than 
existing system, our proposed method work with 
the dedicated short range communication protocol 
with simulation urban mobility model, all the 
implementations works done with the sumo and 
network simulator. 
 
Keywords: VANET, MAC, Network simulator, 
Network animator. 
 
INTRODUCTION 
In this section we discuss about the introduction of 
mobile ad-hoc network with their classification 
such as wireless sensor network, cellular networks, 
vehicular ad-hoc network and mesh networks etc. 
Mobile ad-hoc network is very popular and rapidly 
used topology in the last two decades and as well 
as very popular also now these days. In these 
techniques we used various types such as wireless 
local area networks, wireless home area networks, 
wireless wide area networks and wireless 

neighborhood networks. Mostly there are two 
techniques infrastructure based such as cellular 
networks and infrastructure less network such as 
wireless networks. In infrastructure fewer 
networks there is no base stations and number of 
station can connect directly with each other. 

 
Figure 1: Infrastructure based network. 
 
There is various challenges for the save of human 
life road accident is one of them, road safety is 
major concern for the government bodies and as 
well as vehicle manufacturers also. There is a very 
high number of population is affected from the 
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road accidents and they lost their lives or some 
major injuries. The intelligent transportation 
system is provide the solution for road accident, 
these policy we handle through using the vehicular 
ad-hoc network, vehicular ad-hoc network is a 
types of mobile ad-hoc network and mostly used 
for the intelligent transportation system which 
implement the road safety measurement and 
policies. Vehicular ad-hoc network consist of road 
base unit, on board unit and road transfer unit, 
form these units all vehicles in a road get the 
frequency and connected with each other, they all 
vehicle nodes are connected with each other in a 
strong manner and they communicate some 
information or pass the message to each other 
nodes. 

 
 
Figure 2: An illustrative network architecture of a 
VANET. 
 
Both safety applications and commercial 
applications are important for VANETs. Safety 
applications relate to human life, health, and well 
being, and commercial applications often benefit 
companies in the industry [18]. Thus, the 
development of safety and commercial 

applications can encourage the evolution of 
VANETs. For safety applications, the periodic 
broadcasting of beacons plays an important role 
because the status of neighbors such as their 
geographical positions, speeds, directions, and 
other important information are usually provided 
by the beacons of neighbors to discover each other 
in time. The accurate and efficient neighbor-hood 
discovery link layer services guarantee the safety 
of the road environment. For commercial 
applications, the effective transmission of various 
application data (such as data from so called 
‘infotainment’) is desirable. For example, it is 
available for passengers to watch television shows 
or use the multi person video conferencing 
application in the vehicles [3]. 
 
The rest of this paper is organized as follows in the 
first section we describe an introduction of about 
the VANET. In section II we discuss about the 
applications of Vanet. In section III we discuss 
about the man in middle attack. In section IV we 
discuss about the experimental result analysis and 
the comparative study between existing method 
and proposed methods and their simulation study, 
finally in section V we conclude the about our 
paper which is based on the experimental result 
study. 
 
II APPLICATIONS OF VANET  
VANETs offer possibilities for new applications, 
which will make our transportation system secure 
and efficient. But for various requirements, 
VANET’s applications can be divided into 
different types. Here, some representative existing 
applications and several potential future 
applications of VANET are discussed. The first 
application is safety application in which Most 
desirable group of applications for VANETs is 
safety applications. To avoid the accidents, road 
safety applications can play an important role. 
Even in the case if the accident is unavoidable, 
these applications can at least minimize the impact 
of accidents. Safety applications are delay 
sensitive and they mainly rely on reliable inter 
vehicle communication. All safety applications 
require the exchange of messages with other 
vehicles. The data in these applications are 
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obtained from sensors or other vehicles. The data 
is processed in each application and after 
processing it sends messages to nearby vehicles or 
to the infrastructure. The next application is traffic 
management here The congested road notification 
(CRN) is another application for VANETs. 
Through this application traffic congestion on the 
road can be notified. For route and trip planning, 
we can use this application. Through this 
application, road congestions can be controlled 
and the information about the best route can be 
provided to a driver with efficient road conditions. 
In this application, some road side units like 
intelligent traffic signals or electronic sign boards 
can also be involved to capture and to disiminate 
the information. 
 

 
Figure 3: Vehicular ad-hoc network applications. 
 
III MAN-IN-MIDDLE ATTACK 
In man-in-middle attacks, the malicious attacker 
gets involved in network and receives a message 
from the sender. This message is modified and 
sent to the receiver. Due to this, sender/receiver 
obtains the wrong information from the attacker, 
while they presume that the message is true and 

trustworthy. This attack can be detected using an 
individual session key for each message transfer to 
encrypt the message. If the message is intercepted 
in the middle as shown in below figure, it cannot 
be decrypted by the attacker. Hence, no scope to 
carry out malicious activities. 

 
Figure 4: Man in the middle attack. 
 
IV EXPERIMENTAL RESULT ANALYSIS 
In this paper we proposed the scheme using 
cooperative communication for the vehicle and 
enhance the performance of the network and their 
participating vehicle nodes in a network. Vehicular 
ad-hoc network provide the scenario of intelligent 
transportation system which reduce the road 
accidental case and improve the road safety. Here 
we used the cooperative communication 
mechanism for the participating vehicles in a 
network and also using the dedicated short range 
communication protocol for the efficient 
performance. 
 
In this section we discuss about the proposed 
experimental environment and used performance 
evaluation parameter with their respective 
software and tools. Here we using the network 
simulator tool for the proposed methods 
simulation, which is basically support linux 
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operating system, here we also used some other 
tools like simulation for urban mobility for the 
vehicle node simulation and also used the network 
animator for the vehicle positioning in the 
network.  

 
 
Figure 5: The above image shows the simualtion 
code window enviornment. 
 

 
 
Figure 6: The above image shows the network 
simualtor enviornment. 

V CONCLUSIONS AND FUTURE SCOPE 
From the last few decades, VANETs faces 
challenges due to safety-related services for 
passenger comfort, and capability to provide safety 
warnings to the drivers. Any VANET application 
affected by the attacker can cause severe threats to 
the drivers and passengers. As we have seen that 
information like speed, current status, trajectories, 
and neighbourhood environment of a vehicle in a 
VANET can be compromised by an attacker so 
necessary steps need to be taken to mitigate these 
attacks. In this paper we present the cooperative 
communication between the nodes and reduce the 
collision or suspended nodes for the network, 
moreover also increase the successful ratio for the 
vehicle node communication while the number of 
node increases. 
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