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Abstract. The mobile ad-hoc network (MANET) is dynamically formed by wireless mobile nodes that 

arbitrarily move without the administration of a base station or any central point. MANET is considered 

as a multi-hop network; within a multi-hop network, the source node can communicate with its 

destination through intermediate nodes because the destination is out of the communication range of the 

source node The proposed algorithm which is based on the find right node according to their trust value 

and make a secure communication between the nods in a network, here in simulation scenario present the 

experimental result for the normal mode and as well as attack mode, and find the better performance. 
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Introduction 

The mobile ad-hoc network (MANET) is dynamically formed by wireless mobile nodes that arbitrarily 

move without the administration of a base station or any central point. MANET is considered as a multi-

hop network; within a multi-hop network, the source node can communicate with its destination through 

intermediate nodes because the destination is out of the communication range of the source node [1]. 

Wireless networks have experienced significant growth in popularity over the past decades, with two 

primary variations: infrastructure networks and infrastructure-less networks. Infrastructure networks, such 

as cellular networks and wireless local area networks (IEEE 802.11), rely on centralized controllers to 

establish and maintain communications between terminals. In contrast, infrastructure-less networks, also 

known as wireless ad hoc networks, operate in a decentralized manner. Terminals within an ad hoc 

network can autonomously establish connections and communicate with each other in a multi-hop fashion 

without relying on fixed infrastructure.  

 

This inherent infrastructure-less property enables rapid deployment and robust operation, making ad hoc 

networks suitable for applications such as emergency services, disaster recovery, wireless sensor 
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networks, and home networking. Effective communication plays a vital role in facilitating information 

exchange among individuals in various contexts and locations. Mobile Ad Hoc Networks (MANETs) are 

a collection of mobile nodes that form a network independently, without centralized administration. 

However, as these mobile devices operate on batteries, extending their battery life has become a critical 

objective. 

 

Literature Review 

In this research work, the Bacteria for Aging Optimization Algorithm (BFOA), which finds the ideal hops 

in advancing the routing, is utilized to offer a trust-based protected and energy-efficient navigation in 

MANETs using a trust-based protected and energy efficient navigation algorithm [2]. The fuzzy 

clustering algorithm is activated first, and the Cluster Heads (CHs) are selected depending on the value of 

indirect, direct, and recent trust that each CH has. In addition, value nodes were discovered based on trust 

levels. Moreover, the CHs are engaged in multi hop routing, and the selection of the ideal route is based 

on the projected protocol, which selects the best routes based on latency, throughput, and connection 

within the course's boundaries. The routing protocol Genetic Algorithm with Hill climbing (GAHC) 

described in this article shows a hybrid GA-Hill Climbing algorithm that picks the optimal route in 

multipath. Prior to this in the beginning, the Improved fuzzy C-means algorithm method was built on 

density peak, and cluster heads (CHs) were chosen in a predicted manner, based on recent, indirect, and 

direct trust [3]. The computation is based worth nodes are at the trust threshold found in addition. Even 

CHs take part in the alternate paths, the blend of all the many paths from these Cluster Heads that chooses 

the optimal route, which is based on the predicted hybrid protocol, as well as the optimum route's 

aggregate features such as throughput, latency, and connection. In this research article, they propose an 

Enhanced Hybrid Ant Colony Optimization Routing Protocol (EHACORP) to improve the efficiency of 

the routing process using the shortest path. The shortest path in the proposed protocol has low 

communication costs and the least number of hops between source and destination vehicles [4]. The 

EHACORP has two phases. In phase 1, the EHACORP relies on a distance calculation method to 

compute the distance between vehicles. In phase 2, the source based ant colony optimization is used to 

guide the ants to build a shorter path with the least number of hops to transmit data. The shortest path 

improves the efficiency of protocol in all aspects. In this research work, they propose energy efficient 

routing protocol based on the well-known Ad Hoc On-Demand Multipath Distance Vector (AOMDV) 

routing protocol and a bio-inspired algorithm called Elephant Herding Optimization (EHO). In the 

proposed EHO-AOMDV the overall consumed energy of nodes is optimized by classifying nodes into 

two classes, while paths are discovered from the class of the fittest nodes with sufficient energy for 

transmission to reduce the probability of path failure and the increasing number of dead nodes through 

higher data loads [5]. The EHO updating operator updates classes based on separating operator that 

evaluates nodes based on residual energy after each transmission round. Experiments were conducted 

using Ns-3 with five evaluation metrics routing overhead, Mobile ad-hoc network is an assortment of 
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distinct attribute-based mobile devices that are autonomous and are cooperative in establishing 

communication. These nodes exploit wireless links for communication that causes injection of the 

adversaries in the network [6]. Therefore, detection and mitigation of adversaries and anomalies in the 

network are mandatory to retain its performance. To strengthen this concept, in this article, a novel secure 

neighbor selection technique using recurrent reward-based learning is introduced. This proposed 

technique inherits the benefits of conventional routing and intelligent machine learning paradigm for 

classifying the states of the nodes based on their communication behavior. This research work, aims to 

enhance on-demand source routing protocols by proposing two mechanisms, a zone-based route 

discovery mechanism (ZRDM) and a link failure prediction mechanism (LFPM). ZRDM aims to control 

the flooding of route requests, and LFPM aims to avoid route breakages caused by node mobility [7]. The 

performance of the proposed mechanisms was evaluated using network simulator 3 in terms of 

normalized routing load, average end-to-end delay, and packet delivery ratio. The experimental results 

showed that the proposed mechanisms outperform well-known mechanisms such as the dynamic source 

routing (DSR) protocol, reliable DSR, and zone-based DSR and segment-based DSR. This research work 

proposes a routing strategy called Mobility, Contention window, and Link quality sensitive multipath 

Routing (MCLMR) in MANETs, which considers the nodes mobility, contention window size, and link 

quality estimated value of the intermediate nodes in the optimal route selection [8]. 

 

Proposed Work 

Bio-inspired algorithms evolve to achieve a given purpose and obtain an optimal result by following a set 

of simple and heuristic rules for operation without the aid of a central coordinator. The proposed work 

with the trust based approach using the optimization techniques. The main objective of this suggested 

solution is to ensure security in the routing network. The suggested solution is a method of trust-based 

routing. This system is classified as Data Retrieval (DR) Table Stage and Route Formation Stage. The 

proposed system, as shown in below figure, Ad-hoc On-Demand Distance Vector (AODV) protocol, is 

used to pass data packets to a mobile network and retains a different route table. 

 

For reliable data delivery, this proposed protocol scheme uses the concept of acknowledgment packets. 

Whenever the source intends to send packets to its neighbor, it sends DREQ packet to its neighbor 

requesting its neighbor node’s status. If the neighbor node is active, it immediately responds with the 

DREP packet. After receiving the DREP packet, the source node sends its data. After completion of data 

transmission, the source node expects acknowledgment from the neighbor node. After receiving the data, 

the neighbor node sends DR packet to the source node. This data transmission process continues till all 

the packets sent by the source node reach the destination successfully. Finally, one acknowledgment 

packet is sent to the source from the destination node after receiving all the packets. Once the source gets 

an acknowledgment from the destination node, it considered the route and the intermediate nodes across 

the route are trusted, and at the same time, trust values are updated. In this way, the proposed scheme 
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ensures reliable packet transmission by minimizing the packet loss; hence, the throughput of the network 

can be intensified. 
 

 
Figure 1: The above figure present the proposed work flow graph. 
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Experimental Work 

In this section we discuss about the proposed experimental results compare with the existing techniques; 

also discuss about the simulation experimental environment and the snapshot for the proposed and 

existing methods results.  The proposed methods gives the better results than the current existing 

techniques, the performance evaluation parameters are such as the delay between the packets are 

transmitting between source and destination, throughput for the delivered number of packets and the 

packet delivery ratio for a packet between source and destination, here we also discuss comparative 

performance result summary using existing and proposed methods with tabular form and graphical 

representation also. 
 

 
Figure 2: This picture shows the network animator files in a network simulator. 
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Figure 3: This picture shows the different nodes in a network animator files. 

 

 
Figure 4: This picture represents throughput value between source node to destination node for previous 

approach and proposed approach. 
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Conclusion 

The use of wireless connections and the flexibility of different devices in such networks have a number of 

significant implications, and many well-known intrusion-detection processes and implementations do not 

instantaneously become invisible from infrastructure-based internet protocol (IP) address networks. In 

this work present an improved Bacteria for Aging Optimization Algorithm (BFOA), which finds the ideal 

hops in advancing the routing, is utilized to offer a trust-based protected and energy-efficient navigation 

in MANETs using a trust-based protected and energy efficient navigation algorithm. The proposed 

algorithm which is based on the find right node according to their trust value and make a secure 

communication between the nods in a network, here in simulation scenario present the experimental result 

for the normal mode and as well as attack mode, and find the better performance than the existing 

techniques. 
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