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Abstract. As we know that internet is very popular nowadays, everyone is using and doing all the
works like education, online shopping, marketing using with the internet, to provide a security to
the network is very crucial task, there is devices and tools are available to enhance the security
of the computer network and provide security to the network. As now days every organization
need to have data and other critical information in a secure mode, therefore it is very important
to keep the safe to individual and network based system, As a result, sophisticated new attacks
emerge, endangering vital infrastructure. An IDS is essential to detect and counter these attacks.
IDS can be hardware devices or software products that monitor abnormal activity or behavior of
the system. Pattern-matching systems detect known attack patterns, while statistical anomaly-
based systems store typical behavior patterns in the database. In this research article present an
overview of intrusion detection system, review and their challenges, also discuss for a near
solution to provide for network based system from unwanted user or any suspicious activity. This
research work also emphasize on machine learning based deployment for intrusion detection
system to detect and analysis of the behaviours of system in a network.

Keywords: Machine learning, Supervised classification, Attack detection, Intrusion detection system,
Confusion matrix, Network based intrusion detection system.

Introduction
Intrusion is an unwanted activity in the network and intrusion detection is an important research and
development topic with many applications that influencing confidentiality, integrity, availability. There
are two main approach for security management these approaches are prevention-based and detection-
based [4]. In any security plan, if intrusion prevention (encryption, authorization, and authentication)
named as the first line of security is passed by attackers, as a second line of defence, intrusion detection
comes into prominence. Intrusion detection provides deterrence for intruder and serves an alarm
mechanism for a computer system or a network to manage security plan successfully. An intrusion-
detection system (IDS) can be defined as software or hardware tools that monitoring network to detect
internal or external cyber-attacks [1]. An Intrusion Detection System can observe and investigate system
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and user activities, recognize patterns of known attacks, identify abnormal network activity. General
definition of IDS is about intrusions to network but for WSN it can be added that physical damages to
sensor devices [7]. Identifying sensor damage is important in order to serve fault tolerance and reliability.
With the high usage of Internet in our day today life, security of network has become the key foundation
to all web applications, like online auctions, online retail sales, etc. Detection of Intrusion, attempts to
detect the attacks of computer by examining different information records observed in network processes.
This can be considered as one of the significant ways to effectively deal with the problems in network
security. An intrusion in the internet can compromise the data security through several internet means.
Nowadays, the fast rising networks proliferation, data transfer rate, and an unpredictable Internet usage
have added more anomaly problems [23, 22]. Thus researchers need to develop more reliable, effective,
and self-monitoring systems, which sort troubles and can, carry out operation devoid of human
interaction. By undergoing this kind of attempts, catastrophic failures of susceptible systems can be
reduced. Detection stability and detection precision are two key indicators used to evaluate IDS (Intrusion
Detection System). Many of the IDS research studies have been done in order to improve the detection
stability and detection precision. In the beginning stage, the research work focus lies in using statistical
approaches and rule-based expert systems [19]. But, the results of statistical approaches and rule-based
expert systems were not accurate, when encountering larger datasets. In order to overcome the
abovementioned problem, many data mining techniques were developed. An Intrusion Detection System
is designed to detect an intrusion while it is in progress, or after it has occurred.

The major functions performed by IDS are monitoring users and systems activity, auditing system
configurations, recognizing known attacks, identifying abnormal activities, managing audit data,
highlighting normal activities, correcting system configurations and storing information about intruders
[2]. Figure 1 showing a general overview of an intrusion detection system is a software application that
continuously observes a network or system for abnormal activity. Any abnormal event noticed by IDS
that can be reported immediately either to a system administrator or collected centrally using a security
information and event management system [17]. The intrusion detection system checks thoroughly the
incoming and outgoing traffic of Host or a network.

ML is a popular programming tool used for predicting and classifying large amounts of data. It focuses on
grouping the same data or patterns in a single group, a method of data mining that differs from traditional
programming languages [8,9]. Machine learning uses pattern analysis or behavioral analysis to categorize
data based on properties or behavior. Classification is challenging due to the dynamic nature of data, and
there are three classification methods: supervised, unsupervised, and semi-supervised. The network traffic
undergoes some pre-processing operations that extract the relevant features from the data, transforming it
into samples accepted by the ML model [6]. These samples are then forwarded to the (trained) ML model
that will analyze them and determine whether they are legitimate or not [11]. There exist several
solutions of ML-NIDS. An organization may adopt and maintain a ML-NIDS on premises, for example
by leveraging open-source software. Alternatively, it may rely on third-party products.
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Figure 1: General Architectural diagram of IDS [4].

Intrusion Detection Techniques

The objective of the HIDS is the controlling state and dynamic behaviour of the computer system. This
detection system checks all the activities of inspected packets on a network [25]. HIDS recognize what
resources are being utilized and which program gets to those resources. If in the network any alternations
or adjustment happens, system administer receive some network alerts [5]. HIDS is progressively
becoming essential to ensure the host computer frameworks and its network activities. HIDS with host
based information is incorporated into the computer frameworks to identify the intruder abnormal
activities, noxious Behaviour, application abnormalities and preserve the Information Systems from
intruders and report the occasions to the HIDS System Administrator. The figure 2 showing architectures
of host based intrusion detection system [10].

Farevwaaly
Rouwutaer

Imiermet

Figure 2: Architecture of host based IDS [8].
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NIDS is the attribute function of target system and function modules are observed in network. The
investigation of NIDS based on either manually or automatically. The NIDS is significantly used in the
security infrastructure of the system. In NIDS to control the incoming and outgoing threads, anti-thread
software is installed on the servers [32]. It is very essential to provide security for the several fields such
as government application, business, industries and educational institution and so on. The Figure 3
represents the architecture of network based IDS. The NIDS consist of signature based classification,
which identify the abnormalities by comparing with previous log files or signatures. Anomaly based
technique, identifies the misuse as well as computer abnormalities, then classified as normal or attack
depends on heuristics of signatures. The NIDS controls the device’s outgoing and incoming packets.
NIDs also classified as host based and network based [19].
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Figure 3: Architecture of network based IDS [11].

Literature Survey
In that research work author proposed a new approach called outlier detection where, the anomaly dataset
is measured by the Neighbourhood Outlier Factor (NOF). Here, trained model consists of big datasets
with distributed storage environment for improving the performance of Intrusion Detection system [36].
The experimental results proved that the proposed approach identifies the anomalies very effectively than
any other approaches [1]. They have presented the details of a new approach called Outlier Detection
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approach to detect the intrusion in the computer network. Their training model consists of big datasets
with distributed environment that improves the performance of Intrusion detection system. The proposed
approach is also been tested with the KDD datasets that are received from real world. The machine
learning approaches detect the intrusion in the computer network with huge execution time and storage to
predict the when compared to the proposed IDS system which takes less execution time and storage to
test the dataset. That research work proposed a new similarity measure, the covering similarity that we
formally define for evaluating the similarity between a symbolic sequence and a set of symbolic
sequences [2]. A pair-wise similarity can also be directly derived from the covering similarity to compare
two symbolic sequences. An efficient implementation to compute the covering similarity is proposed that
uses a suffix-tree data-structure, but other implementations, based on suffix-array for instance, are
possible and possibly necessary for handling very large-scale problems. They have used this similarity to
isolate attack sequences from normal sequences in the scope of Host-based Intrusion Detection. They
have assessed the covering similarity on two well-known benchmarks in the field. In view of the results
reported on these two datasets for the state of the art methods, and according to the comparative study we
have carried out based on three challenging similarity measures commonly used for string processing or
in bioinformatics, they show that the covering similarity is particularly relevant to address the detection of
anomalies in sequences of system calls. That research works proposed a three layer Intrusion Detection
System (IDS) that uses a supervised approach to detect a range of popular network based cyber-attacks on
0T networks [3]. The system consists of three main functions: 1) classify the type and profile the normal
behavior of each loT device connected to the network, 2) identifies malicious packets on the network
when an attack is occurring, and 3) classifies the type of the attack that has been deployed. The system is
evaluated within a smart home test bed consisting of 8 popular commercially available devices. The
effectiveness of the proposed IDS architecture is evaluated by deploying 12 attacks from 4 main network
based attack categories such as: Denial of Service (DoS), Man-In-The-Middle (MITM)/Spoofing,
Reconnaissance, and Replay. In that research work presented a Gender classification through Support
Vector Machine and Scaled Conjugate Gradient Back Propagation Neural Network from face images
using Local Binary Patterns [4]. To achieve better classification performance, need to be applied pre-
processing technique first and then extracted the features on facial images from Local Binary Pattern
Histogram method. These extracted features were stored into a vector called feature vector. Later, the
feature vector is inputted to Polynomial SVM and SCG Back Propagation Neural Network classification
methods along with labelled target vector. In that research work, author proposed a novel two-stage deep
learning model, based on a stacked auto-encoder with a soft-max classifier [5], for efficient network
intrusion detection. The model comprises two decision stages: an initial stage responsible for classifying
network traffic as normal or abnormal, using a probability score value. This is then used in the final
decision stage as an additional feature, for detecting the normal state and other classes of attacks. The
proposed model is able to learn useful feature representations from large amounts of unlabeled data and
classifies them automatically and efficiently. To evaluate its effectiveness, several experiments are
conducted on two public datasets, specifically the benchmark KDD99 and UNSW-NB15 datasets. In that
research work, proposed IDS based on deep learning using feed forward deep neural networks coupled
with a filter-based feature selection algorithm [6]. The FFDNN-IDS is evaluated using the well-known
NSL-knowledge discovery and data mining (NSL-KDD) dataset and it is compared to the following
existing machine learning methods: support vectors machines, decision tree, K-Nearest Neighbor, and
Naive Bayes. The experimental results prove that the FFDNN-IDS achieve an increase in accuracy in
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comparison to other methods. In that research work,, Big Data and Deep Learning Techniques are
integrated to improve the performance of intrusion detection systems [7]. Three classifiers are used to
classify network traffic datasets, and these are Deep Feed-Forward Neural Network (DNN) and two
ensemble techniques, Random Forest and Gradient Boosting Tree (GBT). To select the most relevant
attributes from the datasets, they use homogeneity metric to evaluate features. In that research work
proposed new evolutionary multilayer perception neural networks using the recently proposed Bird
Swarm Algorithm. The problem of finding the optimal connection weights and neuron biases is first
formulated as a minimization problem with mean square error as the objective function [8].

Problem Statement
Intrusion identification is to monitor irregular behavior and misuse in the network. Intrusion recognition
was presented in 1980's after the development of internet with surveillance to monitor the risk presents in
the network. The reputation and incorporation of security infrastructures are suddenly increased. From
that point onward, a few activities in IDS innovation have advanced detection of network interruption in
its present state. One of the focused areas to resolve cyber-attacks quickly is to detect the attack process
early from the network using NIDS. Network intrusion detection systems (NIDS) are designed to detect
malicious activities including virus, worm, DDoS attacks. The critical success factors for NIDS are
abnormality detection speed, accuracy and reliability. The current limitations of IDS systems are:
+» False Positives: The major problem is IDS predict the false intrusion attacks. If this rate is high,
then normal attack predicted as malicious. Reduction of false positive rates in IDS is the complex
task.
+ False Negatives: If the false negative rates are high then it is a problem because when intrusion
occurred, IDS doesn’t produce any alert.
True Positive: An occurs when an actual attack occurs and the IDS responds to it by raising the
appropriate alarm.
True Negative: When no attack happens, the IDS does not raise alarm.
Low value of accuracy.
Sometime system is not able to efficiently handle or classify the datasets into normal and
abnormal categories.
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IDS Deployment with Machine Learning
The detection of malicious events is a prominent issue in the cyber security landscape. As manual
inspection is impossible when millions of events per day occur, human defenders are supported by
intrusion detection systems (IDS) that analyze data from different sources and, when specific conditions
are met, generate alerts for the triage phase [41]. We consider the specific category of Network-IDS,
which aim at identifying intrusions at the network traffic level. Several types of NIDS exist, but common
differences involve the data type analyzed, and the method used to perform the detection [7]. The first
generation of NIDS used to analyze network packets by inspecting their payload. The machine learning
techniques can be used in IDSs as integrated, combined, or group in classifying. The classifying can be
supervised, semi-supervised, and unsupervised in three operational modes [34]. In general, the supervised
mode (or the classification) works better than the other modes; however, due to the high dimensions of
the data exchanged in IDS, classifiers’ use is very time-consuming, especially when looking to detect
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intrusion in real-time. Figure 4 shows typical deployment of a network intrusion detection system. While
this approach may be more accurate, it cannot be applied when data is encrypted, and requires high
amounts of computational resources to process each network packet [43]. The exponential growth of
traffic that often is encrypted raised the interest toward NIDS inspecting metadata, such as network flows.

NIDS

Monitored
Network

Internet

Figure 4: Typical deployment of a network intrusion detection system [28].

Machine Learning generates models that are able to learn specific patterns by providing them with
training data. These patterns are then used to make predictions on new and unseen sets of data. The main
advantage of these detection schemes is their capability of automatically learning from training data
without human intervention, thus simplifying the resource-intensive management procedures required by
traditional misuse-based approaches. Furthermore, they are also able of detecting novel attack variants
[28], for which no known signature exists and that would be undetectable by NIDS based exclusively on
rules.

Conclusion

Today, with the rapid growth and the wide application of the Internet and Intranet, computer networks
have brought great convenience to people’s life and work. However, at the same time, they also brought a
lot of security problems, such as various types of viruses, vulnerabilities and attacks, which cause heavy
losses. In recent years, many researchers have introduced more and more innovative techniques to detect
intrusions, such as machine learning, data mining and evolutionary techniques. The above mentioned
intrusion detection evaluation results are very encouraging, but these classification techniques still have
detection defects, low detection rate for unknown attacks and high false positive rate for unbalanced
samples, in this article present intrusion detection approach with machine learning.
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